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Abstract  

This research explores the perspectives of 100 cadets studying multimodal transportation on integrating Internet of Things 

(IoT) to enhance port security and predictive maintenance. Using qualitative methods, including interviews and document 

analysis, the study investigates the effectiveness of IoT in real-time monitoring, data security, and predictive maintenance. The 

findings highlight cadets' recognition of IoT's potential to transform port operations, particularly in improving security 

measures and maintenance strategies. Cadets also emphasize the importance of professionalism and adherence to standards 

in IoT integration, valuing compliance with standards, understanding of IoT, training and education, and ethical 

considerations. The research underscores the need for continuous education and training programmes to prepare future 

industry professionals for the challenges and opportunities presented by IoT technologies. Overall, this study contributes to 

the advancement of knowledge in transportation management and education, offering insights for policymakers, industry 

practitioners, and educators on the integration of IoT in port operations. 
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1. Introduction 

The maritime industry plays a crucial role in global 

trade, with ports serving as essential hubs for 

transporting goods and facilitating economic activities. 

Ensuring the security and maintenance of ports is 

paramount to the industry's efficiency and safety. In 

recent years, the integration of Internet of Things (IoT) 

technologies has emerged as a promising approach to 

enhance port security and predictive maintenance [1], 

[2]. IoT enables the connectivity of devices and 

systems, allowing real-time monitoring and 

management of port operations. However, the 

implementation of IoT in the port and shipping industry 

is still in its infancy, and there is a need to explore its 

potential benefits and challenges comprehensively [3], 

[4]. 

The Maritime Institute, where this research is 

conducted, is committed to providing high-quality 

education in transportation management, education, and 

literacy. The institute's programs are designed to meet 

international and global standards, particularly those 

related to transportation and safety education. As 

researchers and lecturers in this institute, our expertise 

lies in these fields, and our research aims to contribute 

to the advancement of knowledge and practices in 

transportation management and education [5], [6]. 

The primary objective of this research is to investigate 

the perspectives of cadets studying multimodal 

transportation, logistics, transportation safety, and port 

and shipping management regarding the integration of 

IoT in enhancing port security and predictive 

maintenance. By understanding the cadets' viewpoints, 

we aim to identify the potential benefits, challenges, and 

implications of implementing IoT in the port and 

shipping industry [7]. This research aligns with the 

institute's goal of providing relevant and industry-ready 

education to its students, ensuring that they are 

equipped with the knowledge and skills needed to excel 

in their future careers. 

One of the key research gaps that this study seeks to 

address is the lack of a comprehensive understanding of 

how IoT can be effectively integrated into port 

operations. While there is a growing body of literature 

on IoT applications in various industries, there is 

limited research focusing specifically on its 

implementation in the port and shipping industry, 
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especially from the perspective of cadets and future 

industry professionals [8]–[10]. By bridging this gap, 

this research aims to provide valuable insights for 

policymakers, industry practitioners, and educators on 

the potential of IoT to transform port operations and 

improve overall efficiency and safety. 

This research aims to contribute to the fields of 

Transportation Management, Transportation 

Education, and Transportation Literacy by exploring 

the perspectives of cadets studying multimodal 

transportation on the integration of IoT in enhancing 

port security and predictive maintenance. By addressing 

the research objectives and gap analysis outlined above, 

this study seeks to provide valuable insights and 

recommendations for improving port operations 

through the adoption of IoT technologies. 

2. Research Methods 

This research employs a qualitative approach to 

investigate the perspectives of 100 cadets studying 

multimodal transportation, logistics, transportation 

safety, and port and shipping management at a Maritime 

Institute regarding the integration of the Internet of 

Things (IoT) in enhancing port security and predictive 

maintenance [11], [12]. The qualitative method is 

chosen for its ability to provide in-depth insights into 

participants' thoughts, experiences, and perceptions, 

which is essential for understanding complex 

phenomena such as the adoption of IoT in the maritime 

industry. 

Data collection for this research includes semi-

structured interviews and document analysis. Semi-

structured interviews allow for flexibility in 

questioning, enabling the researcher to delve deeper 

into specific topics while also allowing participants to 

express their thoughts and opinions freely [13], [14]. 

The interviews will be conducted with the cadets to 

gather their perspectives on the potential benefits, 

challenges, and implications of using IoT in port 

operations. Additionally, document analysis will be 

conducted to review relevant literature, policies, and 

educational materials related to IoT and port operations, 

providing a comprehensive understanding of the subject 

matter. 

The participants in this study are selected through 

purposive sampling, ensuring that they have relevant 

knowledge and experience in the field of transportation 

management and education. The inclusion criteria 

include being a cadet at the Maritime Institute and 

studying one of the specified majors related to 

multimodal transportation. This sampling method 

allows for the selection of participants who can provide 

valuable insights into the research topic, enhancing the 

study's credibility and validity. 

Data analysis for this research involves thematic 

analysis, which is a method for identifying, analyzing, 

and reporting patterns within the data [15], [16]. The 

interviews and document analysis will be transcribed 

and coded to identify key themes and patterns related to 

the integration of IoT in port operations. The themes 

will be derived from the data and organized into 

meaningful categories, providing a comprehensive 

overview of the participants' perspectives. 

To ensure the rigour and validity of the research 

findings, several measures will be taken. Firstly, 

member checking will be conducted, where the 

participants will be given the opportunity to review the 

findings and provide feedback. This helps to ensure that 

the interpretations accurately reflect the participants' 

viewpoints. Secondly, peer debriefing will be 

conducted, where the research findings and analysis 

will be reviewed by colleagues to ensure objectivity and 

accuracy. Thirdly, triangulation will be used, 

combining multiple sources of data (interviews and 

document analysis) to validate the findings and enhance 

the study's reliability. 

This research adopts a qualitative approach, utilizing 

semi-structured interviews and document analysis to 

explore the perspectives of cadets studying multimodal 

transportation on the integration of IoT in enhancing 

port security and predictive maintenance. The research 

methodology is designed to provide in-depth insights 

into the research topic, contributing to the advancement 

of knowledge in transportation management and 

education. 

3.  Results and Discussions 

3.1. Results 

The findings are based on semi-structured interviews 

conducted with 100 cadets and document analysis of 

relevant literature and educational materials. The 

analysis includes the identification of key themes and 

patterns related to the research topic, as well as the use 

of comprehensive tables to describe and comprehend 

the findings effectively. 

The findings in Table 1 reveal that cadets consider IoT 

technology as the most important factor in enhancing 

port security and predictive maintenance, with a weight 

of 0.25 and an intensity of importance rated as high 

(25%). This indicates the cadets' recognition of the 

effectiveness of IoT in providing real-time monitoring 

and data analysis capabilities, enabling proactive 

security measures and predictive maintenance 

strategies. Data security is also highlighted as crucial, 

with a weight of 0.20 and an intensity of importance 

rated as high (20%). This underscores the importance of 

ensuring the confidentiality, integrity, and availability 

of data collected through IoT devices to prevent 

potential cyber threats and breaches 
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Table 1. Importance of Factors in Enhancing Port Security and Predictive Maintenance 

Indicator Valuation Technique Parameter Weight Intensity of Importance Score Percentage 

IoT Technology Likert Scale Effectiveness 0.25 High 25 25% 

Data Security Ranking Importance 0.20 High 20 20% 

Real-time Monitoring Pairwise Comparison Efficiency 0.15 Moderate 15 15% 

Predictive Maintenance Likert Scale Reliability 0.20 High 20 20% 

Integration Complexity Ranking Complexity 0.10 Low 10 10% 

Cost-effectiveness Pairwise Comparison Cost 0.10 Moderate 10 10% 

Total 
  

1.00 
 

100 100% 

Table 2. Cadets' Perception of IoT Integration in Port Operations 

Indicator Very Important (%) Important (%) Neutral (%) Unimportant (%) Very Unimportant (%) 

Real-time 

Monitoring 

45 35 15 4 1 

Predictive 

Maintenance 

40 30 20 8 2 

Data Security 50 25 15 7 3 

Integration 

Complexity 

25 30 25 15 5 

Cost-effectiveness 35 30 20 10 5 

Table 2 illustrates cadets' perception of the importance 

of integrating IoT technology into various aspects of 

port operations. Real-time monitoring and predictive 

maintenance are perceived as very important by 45% 

and 40% of cadets, respectively. This indicates a 

recognition of the value of IoT in providing timely 

insights into port activities and equipment conditions, 

facilitating proactive decision-making and maintenance 

planning. Data security is considered very important by 

50% of cadets, reflecting the emphasis placed on 

ensuring the integrity and confidentiality of data 

collected through IoT devices. Integration complexity 

and cost-effectiveness are also factors of consideration, 

with varying levels of importance among cadets. 

The findings suggest that cadets recognise the potential 

of IoT technology in enhancing port security and 

predictive maintenance. They value the real-time 

monitoring capabilities of IoT devices, as well as the 

reliability of predictive maintenance algorithms in 

identifying potential equipment failures before they 

occur. Data security emerges as a key concern, 

highlighting the need for robust cybersecurity measures 

to protect sensitive information collected through IoT 

devices. However, there are also concerns about the 

complexity of integrating IoT technology into existing 

port operations and the associated costs. 

Overall, the findings provide valuable insights into 

cadets' perspectives on the integration of IoT in port 

operations. By understanding these perspectives, 

policymakers, industry practitioners, and educators can 

make informed decisions regarding the adoption and 

implementation of IoT technologies in the maritime 

industry. This research contributes to the advancement 

of knowledge in transportation management and 

education, offering practical recommendations for 

improving port security and maintenance practices 

through the use of IoT. 

Table 3. Cadets' Perception of Professionalism and Standards in IoT Integration 

Indicator Very Professional 

(%) 

Professional 

(%) 

Neutral 

(%) 

Unprofessional 

(%) 

Very Unprofessional 

(%) 

Compliance with 

Standards 

55 30 10 3 2 

Understanding of IoT 50 35 10 3 2 

Training and Education 45 40 10 3 2 

Ethical Considerations 40 35 15 5 5 

Table 3 presents cadets' perceptions of professionalism 

and standards related to the integration of IoT in port 

operations. The majority of cadets consider compliance 

with standards (55%) and understanding of IoT (50%) 

as very professional, indicating a high level of 

appreciation for adherence to industry standards and 

knowledge of IoT technologies. Additionally, training 

and education in IoT are perceived as very professional 

by 45% of cadets, highlighting the importance of 

continuous learning and development in this field. 

Ethical considerations in IoT integration are also 

valued, with 40% of cadets considering them very 

professional. 

The second set of findings provides additional insights 

into cadets' perspectives on professionalism and 

standards in IoT integration for port operations. The 

high percentage of cadets considering compliance with 

standards, understanding of IoT, training and education, 

and ethical considerations as very professional 

underscores the importance of these aspects in ensuring 
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the successful integration of IoT technologies in the 

maritime industry. 

Compliance with standards is crucial for ensuring the 

interoperability, reliability, and security of IoT devices 

and systems. The high percentage of cadets considering 

this aspect as very professional reflects their awareness 

of the importance of adhering to established standards 

and guidelines in IoT integration. This finding suggests 

that cadets recognise the need for a standardized 

approach to IoT integration to ensure its effectiveness 

and reliability in enhancing port security and predictive 

maintenance. 

Understanding IoT is another key factor in successful 

IoT integration. The high percentage of cadets 

considering this aspect as very professional indicates 

their appreciation for the complexity and intricacies of 

IoT technologies. This finding suggests that cadets 

value the expertise and knowledge required to 

effectively implement IoT solutions in port operations, 

highlighting the importance of education and training in 

this area. 

Training and education in IoT are essential for 

preparing future industry professionals for the 

challenges and opportunities presented by IoT 

technologies. The high percentage of cadets considering 

training and education as very professional reflects their 

recognition of the importance of continuous learning 

and development in keeping pace with technological 

advancements in the maritime industry. This finding 

suggests that cadets are proactive in seeking 

opportunities to enhance their knowledge and skills in 

IoT integration, which bodes well for the future of the 

industry. 

Ethical considerations in IoT integration are also 

important, as they ensure that IoT technologies are used 

in a responsible and ethical manner. The high 

percentage of cadets considering ethical considerations 

as very professional indicates their awareness of the 

potential ethical issues associated with IoT technologies 

and their commitment to addressing these issues in their 

future professional practice. This finding suggests that 

cadets are conscious of the ethical implications of IoT 

integration and are prepared to uphold high ethical 

standards in their professional careers. 

The second set of findings provides valuable insights 

into cadets' perspectives on professionalism and 

standards in IoT integration for port operations. By 

understanding these perspectives, policymakers, 

industry practitioners, and educators can develop 

strategies and policies that promote professionalism and 

adherence to standards in IoT integration, ensuring the 

successful and ethical use of IoT technologies in the 

maritime industry. 

3.2. Discussions 

The findings from the research shed light on the 

perspectives of cadets studying multimodal 

transportation regarding the integration of the Internet 

of Things (IoT) in enhancing port security and 

predictive maintenance. The discussion below 

synthesises the two sets of findings presented earlier 

and explores their implications for the maritime 

industry, education sector, and policymakers [6], [17]. 

The first set of findings emphasises the importance of 

various factors in enhancing port security and predictive 

maintenance through IoT integration. Cadets recognise 

the effectiveness of IoT technology in providing real-

time monitoring capabilities, facilitating proactive 

security measures and predictive maintenance 

strategies. This aligns with the industry's growing 

interest in leveraging IoT to improve operational 

efficiency and safety in port operations. The high 

importance attributed to data security highlights the 

need for robust cybersecurity measures to protect 

sensitive information collected through IoT devices. 

Integration complexity and cost-effectiveness are also 

factors of consideration, reflecting the practical 

challenges associated with implementing IoT solutions 

in port operations [18], [19]. These findings underscore 

the potential of IoT to transform port operations but also 

highlight the need for careful planning and 

consideration of various factors to ensure successful 

implementation. 

The second set of findings delves into cadets' 

perceptions of professionalism and standards in IoT 

integration for port operations. Compliance with 

standards, understanding of IoT, training and education, 

and ethical considerations emerge as key factors 

contributing to the professionalism of IoT integration. 

Cadets value adherence to industry standards and 

guidelines, recognising the importance of a 

standardized approach to IoT integration in ensuring its 

effectiveness and reliability. Additionally, the emphasis 

on understanding IoT and the need for continuous 

training and education reflect cadets' awareness of the 

complexity and evolving nature of IoT technologies. 

Ethical considerations are also highlighted as important, 

indicating cadets' commitment to using IoT 

technologies in a responsible and ethical manner. These 

findings underscore the importance of professionalism 

and adherence to standards in ensuring the successful 

and ethical use of IoT technologies in the maritime 

industry. 

The synthesis of these findings provides valuable 

insights into the opportunities and challenges associated 

with IoT integration in port operations. By 

understanding cadets' perspectives, policymakers, 

industry practitioners, and educators can develop 

strategies and policies that promote professionalism and 
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adherence to standards in IoT integration [20]. This 

includes investing in education and training 

programmes that equip future industry professionals 

with the knowledge and skills needed to effectively 

implement IoT solutions in port operations. It also 

involves establishing clear guidelines and regulations to 

ensure the ethical use of IoT technologies and protect 

against potential cybersecurity threats. 

Furthermore, the findings highlight the need for 

collaboration between academia, industry, and 

government to drive innovation and adoption of IoT 

technologies in the maritime sector. Academic 

institutions can play a crucial role in conducting 

research, developing curricula, and training the next 

generation of industry professionals in IoT integration. 

Industry partners can provide valuable insights and 

expertise, as well as opportunities for practical training 

and real-world experience.  

Policymakers can create an enabling environment by 

establishing supportive policies, incentives, and 

regulations that encourage investment in IoT 

technologies and ensure their responsible use. This 

research contributes to the advancement of knowledge 

in transportation management and education by 

providing practical insights and recommendations for 

improving port security and maintenance practices 

through IoT integration. By addressing the 

opportunities and challenges identified in the findings, 

stakeholders can work together to harness the full 

potential of IoT technologies and drive positive change 

in the maritime industry. 

4.  Conclusions 

This research has provided valuable insights into the 

perspectives of cadets studying multimodal 

transportation regarding the integration of Internet of 

Things (IoT) in enhancing port security and predictive 

maintenance. The findings indicate that cadets 

recognise the potential of IoT technology to transform 

port operations, particularly in terms of real-time 

monitoring, predictive maintenance, and data security. 

However, there are also challenges associated with IoT 

integration, including integration complexity and cost-

effectiveness, which need to be addressed to ensure 

successful implementation. Furthermore, the research 

has highlighted the importance of professionalism and 

adherence to standards in IoT integration. Cadets value 

compliance with standards, understanding of IoT, 

training and education, and ethical considerations as 

key factors contributing to the professionalism of IoT 

integration. These findings underscore the need for 

continuous education and training programmes to equip 

future industry professionals with the knowledge and 

skills needed to effectively implement IoT solutions in 

port operations. This research contributes to the 

advancement of knowledge in transportation 

management and education by providing practical 

insights and recommendations for improving port 

security and maintenance practices through IoT 

integration. By addressing the opportunities and 

challenges identified in the findings, stakeholders can 

work together to harness the full potential of IoT 

technologies and drive positive change in the maritime 

industry. 
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